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Abstract.  Cybersecurity threats information (CTI) sharing protects firms and 
stakeholders  from cyberattacks  and  avoid  security  vulnerabilities.  However, 
despite these benefits of CTI sharing, firms are still unwilling to share due to 
barriers and challenges related to a lack of trust.  Some studies explored the 
significance of trust in sharing cyber security information, but further studies 
are  required  to  determine  what  dimensions  compose  trust,  which  processes 
support trust, and what trust building policies have been enacted to foster the 
sharing of information in cybersecurity ecosystems, which is the main purpose 
of this review. The deliverables from this review present 25 trust dimensions, 6 
main processes supporting trust, and 30 trust government policies enacted to 
foster trust and sharing in cybersecurity. These outcomes enable the creation of 
a framework for building trust in cybersecurity ecosystems and facilitating the 
cyberthreat information sharing. 

Keywords: trust,  cybersecurity,  information  sharing,  trust  dimensions,  trust 
processes, trust-building policies.

1 Introduction

The  widespread  use  of  technology  and  digital  platforms  worldwide  expanded 
cyberattacks to every organization and individuals [1]. In 2022, data breaches affected 
around 53 million people only in USA [2] costing approximately USD $4.35 million per 
data  breach  [3].  Due  to  increased  cyber  dangers,  firms  cannot  afford  to  defend 
themselves isolated from the threat environment. Hence, threat information exchange is 
essential in cybersecurity domain [4]. Cybersecurity threats information sharing (CTI) 
helps stakeholders anticipate and avoid security vulnerabilities [5].

1.1 Trust Role in Cybersecurity
Despite the benefits of CTI sharing, companies are still unwilling to engage in sharing 
due to barriers and challenges [6], such as fear to personal information leakage, risk of 
exploitation,  reputation  loss  [7],  privacy  and  civil  liberties  (citizens'  trust  in 
governments),  loss  of  customer  trust  [6],  socio-cultural  (trust  and  confidence), 
technological, legal and regulatory, operational  [8], confidentiality, trust management, 
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trust on information, risk assessments [9], legal, technological (lack of interoperability), 
collaborative  (trust  between  firms),  and  organizational  cost  [10].  Among  these 
challenges and barriers, lack of trust is one of the major ones [6] because of its fragility 
[11].  Previous  studies  explored  the  significance  of  trust  in  sharing  prediction 
information  [12],  but  further  studies  are  needed  to  determine  what  parameters, 
processes,  and trust  building policies  influence trust  in  cybersecurity. Conventional 
classification to study trust suggests two categories: service requesters (trustees) and 
service providers (trustors)  [13,  14].  When addressing CTI,  an alternative approach 
suggests three types: trust of partner to platform (TPP) [15–20], trust between partners 
(TBP)  [15–18,  21],  and  trust  of  partner  to  information  (TPI) [15,  17,  22].  This 
classification gives a thorough review of trust and suggests dimensions and correlations 
between and within trust kinds that must be explored. 

1.2 Stakeholders and Trust Types in Cybersecurity Ecosystems
The key cybersecurity players in trust building and information exchange are service 
providers,  insurance providers,  security groups,  security administrators,  government, 
data source providers,  information providers,  standardization organizations,  and end 
users.  A  stakeholder  can  play  more  than  one  role  depending  on  the  ecosystem's 
foundations.  For  this  study,  cybersecurity  stakeholders  are  categorized  as  platform, 
partner, or information provider.

Trust of partners to platform.  Trusting the platform provider enhances partner 
collaboration, because platform security supports cyber community participation  [17]. 
Stakeholders with roles for this category are service providers or insurance providers. 

Trust between partners. This trust type is essential for CTI sharing because of its 
sensitivity  [17].  Therefore,  only  the  most  trusted  partners  will  receive  secret 
information. Partners' trust and motivation to share falls, if free riders are included in the 
ecosystem. To improve dependability and incentivize CTI sharing between partners, 
reputation systems are suggested [17] [15]. Stakeholders belonging to this category are 
cybersecurity groups, administrators, government, and end users.

Trust of partners to information. Partners' trust in CTI is a major factor affecting 
the  ecosystem.  Cybersecurity  teams  must  trust  information  to  face  threats.  Thus, 
cybersecurity memberships require strong trust in CTI  [17]. Stakeholders fitting into 
this  category  are  data  providers,  information  providers,  and  standardization 
organizations. 

2 Methodology

2.1 Methodology Overview
This  study  adopted  Okoli's  (2015)  standalone  systematic  literature  review  (SLR) 
methodology, to guarantee explicit and reproducible research. Fig. 1 shows the process 
to carry out the SLR in 9 steps. Claiming SLR's main goal is conducted by identifying a 
broad research gap (step 1). The next step involves finding and evaluating review papers 
(step 2). This step supports research questions formulation and originality (step 3). The 
next step defines keywords to gather all the relevant papers (step 4). Four databases 
(Scopus, Web of Science, ACM Digital Library, IEEE Xplore) were chosen for the 
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search, and customized search queries for each database were formulated (step 5). An 
initial number of 4790 articles were collected. By screening these articles and applying 
the  inclusion  and  exclusion  criteria  (step  6),  the  number  could  be  reduced  to  490 
articles. Quality appraisal of the article  reduced the number to 87 articles (step 7). Data 
extraction  is  performed  using  Zotero  version  6  (step  8),  on  which  the  analysis  is 
performed (step 9).

Fig. 1. Systematic literature review steps.

Review  Papers.  This  step  supports  research  gap  and  review  relevance.  Table   
presents the different topics that trust in cybersecurity review papers have addressed. 
Trust in data networks includes IoT [23, 24], wireless [25], mobile [26–29], P2P [30], 
and cloud computing [25, 31, 32]. Reviews also studied trust taxonomy [23, 24, 31, 32], 
trust  management  [25,  27,  28,  30],  and  trust  evaluation  [26,  29,  33].  In  addition, 
researchers  studied  some  trust  dimensions  such  as  similarity,  timeliness  [27], 
decentralization, privacy [28], asymmetry, sensitivity [24], and reputation [30]. 

Research gap.  Despite  these  efforts  to  disclose  trust  dimensions,  more  work  is 
needed to  describe  how trust  types  in  cybersecurity  ecosystems are  linked to  trust 
dimensions and what interrelationships exist between them.  Table  1 shows that some 
reviews studied processes such dissemination  [25], maintenance  [29], or transference 
[33],  but  no connection between them was researched.  Trust  management  includes 
some processes, but it is unclear which processes maintain, build, or disseminate trust in 
cybersecurity ecosystems. Thus, additional studies are needed to unveil the processes 
that promote trust in cybersecurity. Moreover, reviews studied trust security policies 
[32] but focused only on internal security policies, excluding external regulations. Thus, 
studies of trust government policies and their interaction are needed. 

Research  Relevance. Table  1  also  shows  that  no  systematic  evaluation  has 
examined trust dimensions and their relationships, trust processes, and trust-building 
policies to leverage CTI. Understanding current research and emerging trust challenges 
and trends for  these topics in cybersecurity ecosystems is  relevant  to face growing 
concerns about cyber threats and boost cybersecurity information sharing.

Research Questions. The literature reviews include trust taxonomy, management, 
and evaluation, but the relationship between cybersecurity trust  dimensions remains 
unknown.  So,  RQ1 was formulated.  What  are  the dimensions of  trust  required for 
building trust in cybersecurity information sharing ecosystems? Table 1 also illustrates 
that most review papers present trust processes scattered in different areas. Thus, RQ2 
was  formulated.  What  processes  have  been  implemented  to  increase  trust  in 
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cybersecurity information sharing ecosystem? Table 1 also shows that trust regulations 
in cybersecurity ecosystem are understudied. Thus, RQ3 is proposed. What government 
policies  have  been  enacted  to  support  trust  and  increase  information  sharing  in 
cybersecurity ecosystems?

Research Keywords. As seen in Fig. 1, step 4 shows keyword sets created to find all 
relevant  papers:  trust*  AND  (“cybersecurity”  OR  "network  security"  OR  "cyber-
security" OR "security of data" OR "cyber security" OR "information security" OR 
"security of information") AND ("information" OR "data") AND (“sharing”). All these 
strings used cybersecurity, information, and the asterisk (*). 

Table 1. Comparison of review articles on trust in cybersecurity.
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[32] Trust Architecture   
[23] Remote attestation (IoT)  
[27] Trust Factors (IoV)   
[25] Models (WSN, IoT)    
[28] Trust Models  (VANET)   
[24] Trust Classification (IoT)   
[29] Trust models (MANET)   
[31] Network  Topology 

(WSCN)
 

[30] Reputation Issues (P2P)   
[33] Trust Factors  
[26] Trust Initialization (MAS)  
This 
Study

Sharing Information,
Policies


RQ1


RQ2


RQ3

 Covered       Partially covered

Research Queries. Step 6 presents the research queries. As shown in Table 2, the 
search queries are adjusted to the syntax of the each databases to get relevant results and 
avoid missing important articles. Scopus, Web of Science (WoS), ACM Digital Library, 
and IEEE Xplore were chosen, since they are key sources for citation scientific data in 
multidisciplinary domains, a strength for this study.

Table 2. Strings queries used in databases.

Database Query No.

SCOPUS TITLE-ABS-KEY  (trust*  AND  (cybersecurity  OR  cyber-security  OR  cyber  security  OR 
network security OR security of data OR security of information OR information security) 
AND (information OR data) AND (sharing))

1399

WoS trust* AND (cybersecurity OR cyber-security OR cyber security OR network security OR 
security of data OR security of information" OR "information security") AND (information OR 
data) AND (sharing)

668

ACM Digital 
Library

AllField:(trust*)  AND AllField:(cybersecurity  OR "cyber-security"  OR "cyber  security"  OR 
"network  security"  OR  "security  of  data"  OR  "security  of  information"  OR  "information 
security") AND AllField:("information" OR "data ") AND AllField:(sharing)

1124

IEEE Explore trust*  AND(cybersecurity  OR"cyber-security"  OR"cyber  security"OR  "network  security" 
OR"security  of  data"OR  "security  of  information"  OR  "information 
security")AND(informationORdata) AND(sharing)

1549

Total Number of Papers 4740
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Screening. Step 6 involves screening and applying inclusion and exclusion criteria. 
Through this stage, 4740 articles were reduced to 490. Fig.2 summarizes this stage, 
which describes the technical and content criteria applied.

Fig. 2. Inclusion and exclusion criteria applied.

Quality  Appraisal.  Step 7  comprises  the  quality  appraisal,  to  identify  the  most 
relevant and important papers. The criteria are based on a set of questions proposed by 
[34, 35] and a tool suggested by [36]. The questions are: Is the paper a research or a 
discussion based on expert opinion? Is there a clear statement of the research aims? Is 
there an adequate description of context, in which the research was carried out? Was the 
research method appropriate to address the aims of the research? Was the data analysis  
sufficiently rigorous? Is there a clear statement of findings? Is there a clear statement of 
limitations? Is the study of value for this research?

Data Extraction. The quality rating yields 87 research papers for data extraction 
(step 8). Zotero version 6 is used to arrange the retrieved study citations.

Analysis of Results. This stage of the systematic literature review is detailed in the 
next section. 

3 Research Results

3.1 Descriptive Analysis
The descriptive analysis  includes a  keyword co-occurrence of  the 87 articles  using 
VOSViewer (version 1.6.18). Fig.3(a) shows 46 keywords in the selected articles that 
occurred  at  least  three  times,  generating  3  clusters  using  Van  Eck  and  Waltman's 
clustering algorithm [37, 38]. The 3 clusters represent trust dimensions (cybersecurity 
trust  characteristics),  trust  processes,  and trust  policies in cybersecurity ecosystems. 
Additional analysis also included the top occurrences and the keyword link strength. 
The link strength is the number of articles with identical keywords [38]. Fig.3(b) shows 
that  the  top  13  co-occurring  terms  and  their  link  strength.  The  terms  are  trust,  
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information sharing, cyber security, cybersecurity policy, and data secrecy policy. It 
reveals the significance of these terms in cybersecurity information sharing ecosystems.

Fig.3. (a) Keyword co-occurrence relationships; (b) Top occurrence and keyword link strength.

3.2 Trust Dimensions in Cybersecurity Information Sharing Ecosystems
As seen in Fig.4(a), the research identified 25 trust dimensions that influence the three 
trust types and motivate CTI sharing. 

 
Fig.4. (a) Trust dimensions by trust types; (b) TPP; (c) TBP; and (d) TPI relationships.

Trust of partner to platform (TPP). Fig.4(a) shows that in TPP the most influential 
trust dimensions are security [17, 39–50] [51–55], integrity [17, 40, 46, 48, 50, 52, 56–
63],authorization [15, 17, 20, 48, 50, 51, 61, 64–66], and authentication [15, 20, 22, 45, 
48, 50, 56, 61, 66, 67]. The analysis also reveals that confidentiality [7, 17, 47, 48, 50, 
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59,  68,  69],availability  [48,  50,  52,  62,  70,  71],  decentralization  [44,  65,  72],  and 
scalability  [18,  52] play a  secondary role  in  the  research of  TPP (Fig.4(b)).  Some 
dimensions are influenced by others:  integrity,  authentication, authorizathion impact 
security  [50];  also  impacts  security  [50];  confidentiality  impacts  security  [68]; 
authorization [48] and authentication [45] impact confidentiality.

Trust between partners (TBP). Fig.4(a) also reveals that TBP is mostly influenced 
by dimensions such as reputation  [18, 22, 30, 57, 63, 75–78], competence [18,  22, 52, 
56, 78, 80], experience [18, 22, 30, 50, 53, 60, 71, 75, 81–83], transparency [17, 21, 30, 
42, 47, 49, 61, 64, 81, 84, 85], and privacy  [17, 20, 46, 51, 52, 55, 62, 64, 86–88]. 
Moreover, the analysis also shows secondary dimensions such as compliance [40, 49, 
51, 52, 57, 65, 79, 89], reliability [17, 18, 44, 45, 52, 54, 75, 81], and anonymity [17, 18, 
41, 51, 67, 72], incentive  [40, 74], benevolence  [13, 40], and willingness [18, 55]. 
Fig.4(c) summarizes the different relationships that exist in TBP. First, incentive [65], 
privacy  [87], and transparency  [64] have an impact on willingness to trust and share 
information. Compliance [71] impact experience; experience influences reputation [75], 
and benevolence  [13], competence  [75, 76], reliability  [17, 75], and anonymity  [41] 
impacts on reputation. 

Trust of partner to information.  TPI dimensions such as quality  [17, 18, 46, 52, 
58, 64, 71, 80, 88, 90, 91], and timeliness [17, 18, 52, 53, 75, 90–94] influence trust of 
partners  to  information  (Fig.4(a)).  In  addition,  completeness  [17,  60,  81,  90–93], 
relevance [17, 41, 54, 90, 92, 93], standardization [39, 52, 60, 89, 95], and traceability 
[61, 93] constituting secondary influences. As additional analysis shows (Fig.4(d)), TPI 
quality is impacted by relevance  [17, 90], timeliness  [17, 90], completeness  [17, 90], 
whereas standardization impacts on timeliness [44]. 

3.3 Processes to Increase Trust in Cybersecurity Ecosystems
Six processes and their subprocesses, which increase trust in cybersecurity ecosystems, 
have been identified (Fig.5):

Trust setup process.  This phase establishes trust connections for exchanging  and 
transmission of threat information [86] (Fig.5). The setup process is divided into three 
subprocesses, namely user registration [7, 65, 86], source validation [17, 56, 78, 80, 87, 
91, 93], and building trust structure [42, 57, 86, 93, 95–97].

Trust gathering process. The gathered data is used to compute trust by qualitative 
or  quantitative  approach  [75].  Gathering  process  is  divided  into  four  subprocesses 
named encryption [7, 17, 42, 86, 87, 98], authentication [14, 17, 20, 56, 59, 65, 69, 86, 
87, 97], authorization [7, 20, 41, 44, 51, 61, 66, 69, 71, 94, 95, 99–101], and collection 
[14, 61, 75, 78, 82, 83].

 
Fig. 5. Trust processes and subprocesses.
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Trust computation process. Statistical, probabilistic, or machine learning methods 
are used during computing [75]. The findings suggest dividing trust computation into 
four subprocesses: reputation evaluation  [42, 44, 71, 76, 86, 90, 91, 95, 96], source 
computation [7, 17, 41, 46, 48, 65, 85, 87, 91, 93, 102], trust differentiation [44, 89, 93], 
and trust calculation [16, 44, 52, 56, 61, 75, 76]. 

Trust dissemination process. This process distributes the computed trust values to 
partners [7, 95]. Depending on the cybersecurity ecosystem, suitable trust scenarios will 
implement a centralized or distributed scheme for the dissemination [75]. This process 
should be divided in two subprocesses: standardization [44, 64, 67, 87, 93, 94, 97, 99, 
101, 103, 104], and propagation [7, 83, 95] [52, 56, 75].

Trust update process. It is required to identify the events that trigger a trust update 
estimation process [75]. The result of this review suggest to partition into two distinct 
subprocesses: event processing [17, 52, 56, 57, 61, 71], and trust renewal [52, 71, 75, 
76, 96].

Trust maintenance process.  It  not  only determines how often trust  information 
needs to be revised  [75, 93] but also indicates how often to verify the information 
source [93]. The process should be partitioned into four distinct subprocesses: integrity 
validation [17, 46, 61, 87], decentralization [17, 41, 48, 61, 65], traceability [17, 61, 86, 
87], and trust conservation [44, 75, 93].

3.4 Trust and Sharing Policies in Cybersecurity
As presented in Fig.6, 30 government initiatives were discovered in primary papers to 
improve trust or information sharing. These policies also safeguard government, public, 
and private sector from growing cyberthreats [105].

 
Fig. 6. Trust and sharing policies.

4 Discussion

4.1 Opportunities
This research outlines opportunities to create trustful cybersecurity information sharing 
ecosystems by identifying trust dimensions, trust processes, and trust policies. So, every 
stakeholder  participating  in  the  ecosystem can  get  a  common  trust  overview,  and 
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collaboration becomes easier with other members. The findings contribute to create a 
comprehensive cybersecurity information sharing ecosystems, where stakeholders, trust 
types, trust dimensions, trust processes, and trust policies can be measured to evaluate 
real trust impact on the ecosystem.

It is an opportunity to standardize and evaluate best practices for trust processes in 
cybersecurity.  These  processes  can  be  used  for  the  implementation,  testing,  and 
comparison  of  performance  and  efficiency  between  ecosystems.  Trust  and  sharing 
policies  not  only provide an outlook about  governments’  regulations and efforts  to 
promote trust but also frame the trust types relationships under legal boundaries and 
support trust dimensions enhancement. The results could disrupt traditional approaches 
for leveraging trust in cybersecurity and improve best practices and policies.

There is also opportunity to overcome trust barriers in cybersecurity ecosystems. 
Barriers  demonstrate  current  flaws that  impede collaboration and trust  emerging in 
cybersecurity ecosystems. Thus, strategies may incorporate  dimensions, processes, and 
policies  to  overcome barriers.  For  example,  if  the  aim is  to  reduce  the  barrier  of 
ambiguity in regulations, it requires standardization of concepts and clarification about 
what dimensions should be measured and how to measure them. 

Technological solutions can increase the willingness and participation of partners in 
the  proposed  framework  for  trust  in  cybersecurity  ecosystems.  Therefore,  there  is 
research  opportunity  to  analyze  the  relationship  between  incentives,  rewards  and 
incorporate  the  diversity  of  technologies,  to  evaluate  which  solution  creates  better 
trusted ecosystem involving trust dimensions, trust processes, and policies compliance. 
There  is  also  an  opportunity  to  analyze  how digital  transformation  complies  with 
regulations  and with  trust  dimensions.  So,  the  willingness  of  stakeholders  to  share 
information may be strengthened in cybersecurity ecosystems. 

4.2 Challenges
One of the main challenges is addressing legal requirements, because regulations are 
different for each cybersecurity ecosystem. It is vital to adhere to local regulation, to 
standardize  trust  concepts,  and  to  establish  trust  processes  for  facilitating  trust  in 
cybersecurity  information  sharing  ecosystems.  Another  challenge  to  achieve  the 
opportunities  is  to  find  appropriate  real  testing  environments,  in  which   trust 
dimensions, processes, and policies can be adjusted, to determine acceptable levels of 
performance  and  sustainable  ecosystems  that  can  be  implemented.  A  permanent 
challenge is the gathering of reliable information, to support and validate the different 
hypothesis  in  the  area.  It  is  recommended  to  ask  the  experts  in  cybersecurity 
communities,  to  evaluate  how  accurate  the  information  obtained  from  research  is 
applicable to real scenarios.

5 Limitations and Future Research

Despite the systematic literature review and primary study selection, relevant papers or 
articles may not have been included. These articles may have affected the review's 
conclusions and comprehensiveness. It also focuses on trust dimensions, processes, and 
policies that directly affect cybersecurity ecosystem information exchange. This study 
ignored other cybersecurity aspects. However, evaluating dimensions, processes, and 
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policies  in  a  single  setting  might  provide  significant  cybersecurity  trust  outcomes. 
Generalization may be difficult, since further study and verification may be needed to 
strengthen  the  evidence.  Outcomes  from  a  single  element  must  be  evaluated  in 
numerous contexts, and further scenarios with distinct characteristics must be addressed.
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